
	

© 2026 ValiDeck International Corporation — Phase I PCX Prototype Plan Page 1 of 6  

ValiDeck Phase I PCX Prototype Plan 
24-month	implementation,	validation,	and	partner-readiness	roadmap	for	the	PCX	Platform	

EXECUTIVE SUMMARY 

ValiDeck	is	developing	PCX	as	a	privacy-first	shared	infrastructure	for	managing	authoritative	digital	
records	and	transforming	them	into	protected,	purpose-specific	representations.	The	Phase	I	
program	focuses	on	PCX-CTR,	its	initial	Customer	Transaction	Record	(CTR)	implementation,	and	
will	test	pseudonymous	loyalty,	verified	reviews,	and	cross-merchant	analytics.	The	proposed	
architecture	uses	three	structural	layers	—	Custodian,	Platform,	and	Governance	—	to	separate	
identity	relationships,	record	custody,	and	application	access.	Protected	computation	is	planned	
inside	Trusted	Execution	Environments	(TEEs),	with	Hardware	Security	Modules	(HSMs)	supporting	
cryptographic	key	protection.	The	prototype	will	test	the	sequence	of	attestation,	pseudonymization,	
and	computation,	together	with	cryptographic	integrity	proofs	linking	controlled	operations	into	a	
continuous	audit	trail.	Oversight	access	will	depend	on	the	applicable	legal	mandate	and	agreed	
governance	controls.	

The	full	Phase	I	program	has	a	24-month	planning	baseline,	measured	from	a	funded	and	staffed	
start,	and	a	proposed	budget	of	USD	1M.	Prototype	development	is	planned	for	months	1–18,	with	
integration	engineering	beginning	at	month	12.	Months	18–24	are	planned	for	hardening,	
independent	privacy	and	security	review,	and	preparation	of	the	evidence	needed	to	plan	later	
deployment.	Execution	may	occur	in	Canada	or	Germany/EU,	depending	on	funding	and	institutional	
requirements.	

This	indicative	roadmap	requires	confirmation	of	the	execution	location,	work	plan,	staffing,	
acceptance	criteria,	and	budget	before	development	begins.	Phase	I	will	use	simulated	payment	and	
point-of-sale	inputs.	Live	payment	integration	and	controlled	commercial	pilots	belong	to	later	stages	
under	separate	agreements	and	funding	decisions.	

PHASE-I PROTOTYPE BUILD (MONTHS 1–18) 

The	Phase-I	prototype	will	assess	the	technical	and	regulatory	feasibility	of	the	PCX-CTR	privacy-
preserving	transaction	architecture.	The	prototype	is	intended	to	demonstrate	capture	of	itemized	
CTRs,	matching	of	those	records	to	payment	evidence,	and	delivery	of	the	CTR	to	the	correct	existing	
pseudonymous	customer	account.	It	will	also	test	separation	of	merchant	and	platform	accounts.	The	
platform	account	will	store	synthetic	representations	of	transaction	records	and	support	the	loyalty,	
review,	and	analytics	functions	within	defined	permissions.	The	program	will	assess	the	privacy	and	
security	of	the	complete	processing	arrangement,	including	its	pseudonymous	records.	

The	planned	prototype	deliverables	are:	

• A	multi-merchant	point-of-sale	simulator	generating	realistic	itemized	transactions,	with	separate	
tests	of	bill-to-payment	matching	and	payment-to-account	linkage	

• An	issuer/custodian	simulator	providing	opaque	payment	identifiers	and	customer-key	
attestations,	with	a	separate	protected	PCX	resolver	for	registration	and	account	lookup	

• Separate	storage	for	three	records	derived	from	each	transaction:	an	encrypted	customer	
purchase	record	containing	items,	prices,	taxes,	and	purchase	time;	the	merchant’s	corresponding	
encrypted	record	with	its	own	operational	and	accounting	details;	and	a	synthetic	record	for	
permitted	platform	services	that	excludes	customer	identity,	exact	line-item	details,	exact	prices,	
and	exact	timestamps	

• A	pseudonymous	loyalty	and	ledger	backend	associating	qualifying	transactions	with	rewards	
through	authorized	representations	and	outputs	
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• A	transaction-verified	review-form	prototype	using	authorized	line-item	CTR	attributes	to	select	
questions	specific	to	a	product	or	service	and	test	refinement	of	future	forms	from	reviewer	
choices	

• Cross-merchant	analytics	using	synthetic	transaction	records,	enforced	aggregation	thresholds,	
and	tests	for	re-identification	risk	

• Cryptographic	key	lifecycle,	permissions,	integrity,	and	audit	tests,	with	privacy	and	security	
evidence	collected	throughout	development	

The	prototype	will	implement	a	standardized	CTR	schema	and	an	API-based	ingestion	layer.	
Representative	point-of-sale	(PoS)	sources	will	produce,	or	be	transformed	into,	this	schema.	Tests	
will	separately	establish	which	payment	belongs	to	each	bill	and	which	pseudonymous	customer	
account	is	authorized	to	receive	the	resulting	CTR.	Interface	documentation	will	identify	simulated	
fields	and	dependencies	on	future	payment	participants.	

RECORD CUSTODY & ACCOUNT RESOLUTION 

After	a	CTR	is	captured	and	matched	to	payment	evidence,	PCX	must	deliver	it	to	the	correct	
pseudonymous	customer	account.	The	prototype	will	test	this	delivery	process	and	the	separate	
custody	of	customer,	merchant,	and	synthetic	platform	records.	

During	account	setup,	the	customer	will	open	a	PCX	account	using	a	verified	public	key.	The	
custodian	simulator	will	attest	the	key,	and	PCX	will	establish	a	ValiDeck	account	identifier	(VAID)	
based	on	it.	The	customer	will	also	designate	a	Customer	Account	Container	(CAC)	—	an	encrypted	
container	in	customer-controlled	storage	for	itemized	transaction	records.	The	account	registration	
process	will	associate	the	CAC	delivery	destination	with	the	existing	VAID.	

The	simulated	issuer	will	maintain	an	opaque,	permanent	payment	identifier	and	its	private	mapping	
to	the	underlying	payment	account.	Identifier	generation	and	encryption	methods	will	be	specified	
and	tested	as	part	of	the	detailed	technical	design.	The	payment	identifier	is	separate	from	the	VAID	
established	during	account	setup.	With	customer	authorization,	several	payment	identifiers	may	
register	to	the	same	existing	VAID	and	CAC	delivery	destination.	

The	PCX	resolver	will	process	encrypted	payment	identifiers	inside	a	TEE,	a	hardware-protected	
processing	boundary.	It	will	use	a	protected	registered	association	to	locate	the	existing	VAID	and	
authorized	storage	destination,	then	deliver	the	CTR,	encrypted	for	the	customer,	to	the	registered	
CAC.	The	resolver	will	destroy	temporary	readable	identifier	material	after	dispatch	and	retain	no	
CTR	copy.	

The	customer	will	hold	the	separate	private	key	needed	to	decrypt	customer	content;	PCX’s	payment-
resolution	keys	will	not	provide	that	access.	Merchant	records	will	remain	under	separate	merchant	
control.	The	platform	will	store	synthetic	records	for	permitted	services,	with	restricted	record-
association	references	stored	separately.	The	prototype	will	test	controls	that	prevent	analytic	
components	from	accessing	or	reconstructing	the	customer’s	or	merchant’s	detailed	source	records.	
Customer-authorized	review	workflows	may	use	permitted	line-item	attributes.	Tests	will	cover	
permissions,	revocation,	record	separation,	cryptographic	key	lifecycle,	and	protection	of	stored	
lookup	associations	and	logs.	

The	reference	implementation	is	intended	to	support	different	jurisdictions	through	defined	
payment	and	institutional	interfaces.	Custodianship,	oversight	roles,	key-management	policy,	and	
reporting	requirements	will	be	documented	for	the	selected	execution	path.	The	prototype	will	test	
those	boundaries;	the	arrangements	for	a	live	deployment	require	their	own	assessment	and	
agreements.	

Integration	engineering	will	develop	a	reference	connector	and	software	development	kit	(SDK)	
blueprint	for	one	selected	PoS	ecosystem,	such	as	Clover,	Square,	Ingenico,	or	Oracle.	Later	
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deployments	may	use	PoS-specific	connectors	in	a	terminal	or	cloud	backend.	The	reference	work	
will	document	the	CTR	schema,	payment	correlation,	protected	identifier	delivery,	and	error	
handling	needed	to	connect	a	production	participant.	

Integration	through	a	PoS	provider	is	intended	to	reduce	repeated	technical	implementation	for	
individual	merchants.	Each	deployment	will	require	defined	merchant	enrollment,	permissions,	and	
operating	responsibilities.	Completion	of	Phase	I	requires	the	full	loyalty,	verified-review,	analytics,	
governance,	and	integration	scope,	supported	by	reproducible	tests	and	independent	review.	

BUDGET ALLOCATION & FUNDING ASSUMPTIONS  

The	program	allocates	work	across	the	PCX	layers	as	follows:	

• Custodian	Layer:	Simulated	issuing	institutions	will	maintain	private	payment-account	
mappings	and	attest	customer	keys.	Customer	and	merchant	record	custody	will	remain	
separately	controlled.	

• Platform	Layer:	Protected	account	resolution,	permission	enforcement,	record	delivery,	and	
processing	of	authorized	representations	will	produce	evidence	of	the	tested	privacy	boundaries.	

• Governance	Layer:	Protected	audit	logs,	integrity	evidence,	and	cryptographic	key	and	
permission	lifecycle	tests	will	support	review	of	the	defined	processing	arrangements	and	
oversight	access	limits.	

The	USD	1M	planning	allocation	covers	all	development,	integration,	and	assurance	work	in	Phase	I.	
The	funded	work	plan	will	confirm	resource	availability,	costs,	dependencies,	and	acceptance	
milestones.	Canadian	execution	would	assess	SR&ED	eligibility;	Germany/EU	execution	would	assess	
relevant	institutional	co-funding	and	research	conditions.	Any	supervisory	participation	remains	
subject	to	institutional	agreement	and	the	applicable	legal	mandate.	

Budget structure 

Budget	Category	 Cost	(USD)	

Engineering	&	Product	Build	 $700,000	

Partner	Integration	&	Testing	 $200,000	

Compliance	&	Operations	 $100,000	

Total	Phase-I	Budget	 $1,000,000	

Canadian tax credit recovery 

Under	a	Canadian	execution	path,	eligible	engineering	activity	and	expenditure	would	be	
documented	for	possible	Scientific	Research	and	Experimental	Development	(SR&ED)	claims.	Any	
resulting	tax-credit	recovery	would	follow	expenditure	and	would	not	reduce	the	capital	required	up	
front.	Eligibility	and	the	recovery	amount	depend	on	the	claimant,	activity,	expenditure	mix,	and	
Canada	Revenue	Agency	assessment,	and	would	be	reviewed	with	SR&ED	counsel	before	filing.	

No	tax-credit	recovery	or	institutional	co-funding	is	deducted	from	the	stated	upfront	planning	
budget.	Any	approved	recovery	or	support	would	be	accounted	for	separately.	

INTEGRATION & PILOT-READINESS PHASE (MONTHS 12–24) 

Integration	engineering	is	planned	to	begin	at	month	12	and	overlap	the	prototype	build.	The	final	
six	months	will	complete	the	reference	integration,	architectural	hardening,	independent	
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assessment,	and	correction	of	agreed	defects.	The	objective	at	month	24	is	a	demonstrable	full	
prototype	and	a	documented	plan	for	production	integration	and	controlled	pilots.	

The	planned	outputs	include:	

• Hardening	of	external	interface	contracts,	error	handling,	and	system	observability	
• A	reference	connector	and	SDK	blueprint	for	one	PoS	ecosystem	selected	according	to	available	

interfaces	and	participation	
• A	privacy	and	security	readiness	assessment	covering	applicable	GDPR	and	PIPEDA	requirements	

and	unresolved	deployment	conditions	
• A	future	merchant	pilot	playbook	covering	enrollment,	payment	dependencies,	access	controls,	

permissions,	and	operating	responsibilities	
• An	investor	dossier	with	the	demonstration,	integration	documents,	independent	findings,	

remaining	risks,	and	proposed	next-stage	work	

The	simulation	will	demonstrate	PCX	behavior	under	recorded	assumptions.	Live	bank	and	payment-
network	interfaces	will	require	separate	confirmation	by	participating	institutions,	along	with	their	
operational,	security,	and	privacy	arrangements.	

Validation and completion evidence 

Acceptance	requires	reproducible	tests	and	independent	findings	across	the	full	scope.	The	detailed	
work	plan	will	define	measurable	test	conditions,	performance	targets,	and	defect	correction	
requirements	before	implementation	begins.	

Technical acceptance 

• Matched	bills	and	payment	evidence	route	CTRs	to	the	correct	existing	pseudonymous	account,	
including	tests	for	incorrect	or	ambiguous	matches	

• Authorized	identifiers	for	several	payment	accounts	can	resolve	to	the	same	VAID;	identifiers	for	
distinct	payment	accounts	remain	distinguishable	and	unauthorized	registrations	are	rejected	

• Customer	records,	merchant	records,	synthetic	platform	records,	and	restricted	association	
references	remain	in	separate	storage;	temporary	readable	identifier	material	is	removed	after	
resolution;	unauthorized	access	is	rejected;	and	permission	revocation	is	enforced	

• Loyalty	qualification,	contextual	review	forms,	and	protected	cross-merchant	analytics	meet	their	
agreed	functional	tests	and	access	restrictions	

• The	reference	connector,	cryptographic	key	lifecycle,	audit	evidence,	and	failure	handling	meet	
the	documented	interface,	security,	and	performance	criteria	

Privacy and security assessment 

• The	project	team	will	document	the	intended	processing,	controller	and	processor	
responsibilities,	lawful	bases,	purposes,	permissions,	retention,	rights	handling,	and	relevant	
international	transfers.	

• The	assessment	will	determine	whether	a	data	protection	impact	assessment	and	further	
institutional	arrangements	are	required	for	the	intended	processing.	

• The	project	team	will	obtain	an	independent	privacy	and	security	review	of	the	defined	
implementation	and	organizational	controls,	record	the	findings,	and	verify	agreed	corrections.	

• The	assessment	report	will	identify	the	scope,	limitations,	remaining	risks,	and	deployment	
conditions	of	any	compliance	conclusion.	

Removing	direct	identifiers	is	one	privacy	control.	The	assessment	will	also	cover	record	separation,	
permitted	use,	re-identification	risk,	and	protection	of	lookup	associations	and	logs.	Independent	
findings	will	apply	to	the	assessed	implementation	and	its	recorded	conditions.	

https://www.valideck.com/


	

© 2026 ValiDeck International Corporation — Phase I PCX Prototype Plan Page 5 of 6  

STAFFING PLAN 

The	following	planning	allocations	retain	the	full	Phase	I	resourcing	model.	Roles	may	be	filled	by	
Canada-based	or	Germany/EU-based	contributors	according	to	the	execution	path.	Core	build	roles	
are	planned	as	full-time	engagements	during	their	active	windows.	The	security	and	encryption	role	
is	scoped	as	a	fractional	senior	engagement	or	an	academic	research	partnership	across	an	eleven-
month	window.	Durations	indicate	planned	effort	windows	within	the	overlapping	program	
schedule.	

Bucket	/	Role	 Duration	 Cost	(USD)	

Engineering	&	Product	Build	 Months	1–18	 700,000	

Lead	Full-Stack	Engineer	 18	mo	 160,000	

Backend	Engineer	 14	mo	 110,000	

Data	/	Privacy	Engineer	 11	mo	 100,000	

Security	/	Encryption	Specialist	 11	mo	(fractional)	 130,000	

DevOps	/	Cloud	SRE	 8	mo	 60,000	

Founder	/	PM	/	SR&ED	Lead	 Full	program	 110,000	

UI/UX	&	build	contingency	 As	needed	 30,000	

Partner	Integration	&	Testing	 Months	12–24	 200,000	

Integration	Engineer	(PoS	SDK	/	connector)	 9	mo	 110,000	

QA	/	Integration	Testing	 6	mo	 45,000	

Integration	cloud	/	test	environments	 Months	12–24	 45,000	

Compliance	&	Operations	 Full	program	 100,000	

Independent	Privacy	&	Security	Audit	 Design	+	final	 45,000	

Legal	/	IP	/	Administrative	 Full	duration	 35,000	

Operations	/	admin	reserve	 Full	duration	 20,000	

Total	 24-month	program	 1,000,000	

Talent strategy and compensation 

The	staffing	plan	draws	on	engineers	in	the	Waterloo–Toronto	region	and	contributors	suited	to	the	
selected	execution	jurisdiction.	Potential	sourcing	channels	include:	

• Senior	engineers	who	choose	to	work	in	Canada	and	are	interested	in	a	Waterloo-based	role	with	
equity	participation	

• Qualified	permanent	residents	and	recent	immigrants	across	the	Waterloo–Toronto	technology	
corridor	

• The	University	of	Waterloo	co-op	and	new-graduate	pipeline,	alongside	ValiDeck’s	participation	
in	the	Waterloo	ecosystem	and	its	Communitech	and	IPON	relationships	

• Fractional	specialists	or	an	independently	agreed	academic	research	partnership	for	trusted	
execution,	cryptography,	security,	and	privacy	engineering	

The	compensation	model	combines	cash	and	proposed	equity	participation	for	selected	core	hires,	
and	cash	with	milestone-completion	bonuses	for	shorter	specialist	engagements.	Final	employment,	
option,	and	contractor	terms	will	reflect	the	execution	jurisdiction,	financing,	and	company	
capitalization.	Any	potential	Canadian	tax	treatment	would	be	assessed	with	legal	and	tax	counsel.	
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Core	roles	are	planned	as	employee	engagements	where	the	execution	structure	supports	them;	
shorter	specialist	assignments	may	use	independent	contractors	or	research	arrangements.	The	
employee	option	pool	will	be	finalized	within	the	capitalization	and	financing	plan.	Any	NRC	IRAP	
support	would	be	pursued	separately,	subject	to	approval,	and	is	not	assumed	in	the	budget.	

PHASE II & LATER DEPLOYMENT 

Following	acceptance	of	the	full	Phase	I	prototype,	a	separately	funded	Phase	II	would	address	
production	engineering,	live	payment	and	PoS	integration,	and	controlled	commercial	pilots.	Its	
scope	and	timing	would	depend	on	the	results	of	Phase	I	and	the	requirements	of	participating	
institutions	and	merchants.	The	Phase	I	evidence	package	is	intended	to	support	that	decision	with:	

• A	reproducible	end-to-end	PCX	demonstration	with	documented	simulation	boundaries	
• A	privacy	and	security	assessment	supported	by	independent	findings	and	agreed	corrections	
• A	record	of	completed	deliverables,	expenditure,	dependencies,	and	remaining	implementation	

risks	
• A	reference	integration	and	documented	interfaces	for	the	selected	PoS	ecosystem	
• A	merchant	pilot	playbook	identifying	live	deployment	prerequisites	
• An	investor	dossier	and	proposed	scope,	resources,	budget,	and	schedule	for	the	next	stage	

Later	financing	will	be	assessed	against	the	demonstrated	implementation,	outstanding	integration	
work,	partner	commitments,	and	commercial	evidence.	Prototype	acceptance	does	not	itself	
establish	market	demand	or	guarantee	financing.	

The	reference	architecture	is	intended	to	preserve	its	core	record	and	interface	contracts	across	
jurisdictions.	Each	deployment	will	still	require	confirmed	payment	participants,	appropriate	
governance,	and	an	assessment	of	applicable	privacy	and	security	obligations.	A	live	pilot	begins	only	
under	a	separately	approved	deployment	plan.	
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